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Abstract

Lightning poses a major hazard to infrastructure facilities such as renewable energy systems, skyscrapers, and
telecommunication networks. Lightning Protection Systems (LPS) effectively reduce the physical hazards associated
with lightning strikes, but their monitoring is primarily manual. Current lightning strike counters (LSCs) based
on the IEC 62561-6 standard record only cumulative lightning events and lack near real-time alarm features. This
paper proposes an IoT architecture for monitoring lightning strikes in near real-time using non-intrusive sensing:
a ferrite-core current transformer (CT) coupled with fast signal-conditioning circuitry, including Schmitt-trigger
threshold detection, for immunity to industrial electromagnetic interference (EMI). Signal transmission uses an
ESP32 microcontroller paired with the SIMCom A7670C 4G LTE/GNSS module. Experimental validation shows the
system captures transient surge pulses with a latency of approximately 55 seconds from strike occurrence to cloud
visualization. On successful detection, the system automatically logs location information and a timestamp, updates
a local 20×4 LCD display, sends an SMS alert, stores data to the ThingSpeak cloud platform, and synchronizes
with a Bluetooth-enabled Android application. Laboratory tests comprising 150 simulated 8/20 µs surge pulses and
200 electromagnetic interference trials demonstrated a detection accuracy of 98%, a false positive rate of 1.5%, and
successful end-to-end telemetry performance across a range of GSM signal strengths (RSSI −51 to −113 dBm). The
average end-to-end latency from detection to SMS and cloud logging was 55 ± 5 seconds, with the session validation
window and network conditions the main contributing factors. The results show that the proposed architecture
provides a cost-effective IoT telemetry solution for a Lightning Protection System, with enhanced data granularity
for predictive maintenance and lightning risk management.

Keywords: IoT; Lightning Protection Systems; GSM-Based Alerting; Cloud Data Logging; Surge Monitoring; Smart
Infrastructure

1. Introduction

Lightning strikes are high-energy electrical discharges, often carrying tens of kiloamperes or more. They cause severe
thermal, electromagnetic, and mechanical damage to vital infrastructure, including high-rise buildings, solar farms,
industrial facilities, power grids, and telecommunication towers. Lightning Protection Systems (LPS) designed to IEC
62305 standards are effective in safely controlling lightning currents to ground.
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However, these standards focus primarily on protection design and installation, with limited requirements for continuous
monitoring and near real-time health assessment of installed systems. Traditional Lightning Strike Counters (LSC)
compliant with IEC 62561-6 are typically connected in parallel with LPS down-conductors and provide only a cumulative
count of strikes. These electromechanical or rudimentary electronic devices are not time-stamped, geolocated, remotely
alerted, or data-logged. As a result, maintenance relies on regular manual inspections, which are inefficient, costly, and
potentially dangerous, especially in remote locations.

New developments in cloud computing, artificial intelligence, and the Internet of Things are improving weather
forecasting and large-scale lightning detection. Most traditional solutions, however, relate to meteorological monitoring
rather than infrastructure-level, event-driven monitoring of installed LPS. A major gap is the lack of simple, low-cost,
integrated systems that combine surge sensing, intelligent validation, geo-tagging, and multi-channel telemetry for LPS
down-conductors.

To bridge this gap, this paper proposes a low-cost, IoT-enabled near real-time monitoring system for Lightning
Protection Systems. The system includes a non-intrusive ferrite-core CT-based surge sensor with multi-stage signal
conditioning, an ESP32 microcontroller with event-driven firmware architecture, and a SIMCom A7670C GSM/GNSS
module. Once a surge is validated, the system logs the event with a timestamp and geo-tag, sends an SMS alert, logs
data to the cloud (ThingSpeak), displays the data on a local LCD, and supports a Bluetooth mobile application.

The main objective of this study is to bridge the gap between traditional surge counting and digital asset management
for Lightning Protection Systems. The proposed system aims to augment current LPS installations with near real-time
data monitoring capability. Traditional lightning counters tally the cumulative number of lightning strikes over a long
period; the proposed monitoring system instead provides detailed information for every lightning occurrence, enabling
continuous tracking and reporting of strike parameters and helping maintenance personnel work more efficiently. The
main contributions of this study are as follows:

• Design of a Dedicated Transient Sensing Interface: A high-speed signal-conditioning chain based on a
ferrite-core CT and Schmitt-trigger thresholding was designed to detect the fast-rising edges of lightning-induced
transients (8/20 µs) while preserving galvanic isolation.

• Event-Driven Embedded Firmware for Strike Validation and Multi-Channel Telemetry: An interrupt-
driven firmware model on the ESP32 supports near real-time reporting between strike detection and data
transmission, providing reliable “near real-time” reporting even in high-EMI environments.

• Integrated Spatio-Temporal Logging: In contrast to conventional counters that provide only a cumulative
count, the proposed system provides a time-stamped record of each event together with geolocation metadata
from GSM Cell Location Based Services (CLBS), validated to approximately 550 m accuracy in this prototype;
GNSS-based positioning is integrated in hardware but is identified as a direction for future validation (Section 4).
This enables localized analysis of lightning activity and predictive maintenance.

• Cost-Effective IoT Architecture: The hardware architecture satisfies the functional requirements of IEC
62561-6 at a much lower cost than commercial industrial monitoring solutions, enabling wider deployment in
solar farms and residential complexes.

1.1. Related Work

Table 1 summarizes representative studies on lightning detection and IoT-based monitoring systems (2021–2025),
highlighting their strengths, limitations, and the research gaps relevant to LPS monitoring. Most existing systems
focus either on meteorological prediction or large-scale lightning localization, and lack integrated surge sensing, geo-
tagging, multi-channel telemetry, and affordability. The proposed system addresses these limitations through a low-cost
embedded telemetry architecture designed specifically for LPS monitoring.

Unlike conventional lightning strike counters, which provide only cumulative strike counts requiring manual inspection,
the proposed work transforms an existing sensing platform into an IoT-enabled monitoring solution without modifying
the underlying CT-based sensing principle. The novelty of this work lies in the integration of event-driven embedded
processing, automated geo-tagging, multi-channel telemetry (SMS, cloud, Bluetooth, and LCD), and centralized
historical data logging within a single low-cost architecture. This approach enables remote monitoring, reduces manual
maintenance effort, and provides richer event information for asset management and future analysis of lightning activity.

The literature shows significant progress in lightning prediction using artificial intelligence and deep learning techniques
based on weather data and satellite imagery [1, 10, 11]. Combined satellite and ground-based systems are also used to
improve accuracy and coverage [9, 12, 13]. These systems, however, are intended mainly for meteorological analysis
rather than near real-time monitoring of installed LPS.
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Table 1: Comparative summary of recent lightning detection and monitoring systems.

Sr. Title / Focus Authors and Year Key
Technology

Strengths Limitations Gap Relevant to
LPS Monitoring

1 A quasi real-time
lightning nowcasting
approach

Topala et al. (2025)
[1]

AI / weather
data

New approach
identifying lightning
activity patterns
without relying on
historical data

Limited effectiveness
for short-term
lightning predictions

No embedded sensing
or LPS-specific model

2 Autonomous lightning
strike detection

Andrade et al.
(2025) [2]

Rogowski coil Accurate strike
counting

No IoT / remote
telemetry, complex
calibration

Lacks wireless alerting,
cloud logging, and
geo-tagging

3 LoRa-based lightning
alert system

Nerella and Ahmed
(2023) [3]

LoRa + sensors Long-range rural
communication

Limited real-time
processing, no cloud
integration

Not optimized for LPS
down-conductor surge
detection

4 Real-time monitoring of
lightning protection
systems

Liu (2024) [4] Intelligent
sensors

Sensor-based warning
system

Requires advanced
computation, not
lightweight

Lacks simple, low-cost
embedded
implementation

5 Lightning monitoring and
fault detection using IoT

Li et al. (2023) [5] IoT + fault
detection

Combines monitoring
with fault
identification

Limited real-world
validation

Insufficient focus on
surge sensing and
geo-tagging

6 Solar-powered IoT
lightning monitoring
node

Dobrilovic et al.
(2023) [6]

Solar IoT node Energy efficient for
remote sites

Communication
instability

No robust event
validation or
multi-interface output

7 Event-driven embedded
IoT monitoring

Jitaree and Nuratch
(2021) [7]

Event-driven
design

Efficient processing Generic application,
not lightning-specific

No integration with
LPS down-conductors

8 Cloud-integrated
networking dashboards
using IoT and edge
analytics

Afrin (2025) [8] Edge + cloud Real-time analytics High computational
overhead

Lack of integration
with AI-based
predictive analytics

9 Lightning detection:
GOES-R series
geostationary lightning
mapper

Rudlosky et al.
(2020) [9]

Satellite +
ground

High localization
accuracy

Expensive
infrastructure

GLM data quality
implies uncertainty in
the underlying data

This work builds on sensor-based IoT monitoring systems, cloud-based monitoring systems, and communication
technologies such as LoRa and GSM for remote alerting [3, 14, 15]. Edge computing and cloud integration [8, 16]
have enhanced response time, and event-driven embedded approaches have achieved higher efficiency [7, 17–19]. The
importance of performance analysis and early warning is also highlighted by research on lightning protection of power
systems and infrastructure [4, 5, 20, 21]. There remains a significant gap in the development of simple, low-cost,
integrated IoT systems specifically for LPS down-conductor surge monitoring, despite related low-cost IoT lightning-
detection efforts being reported elsewhere [22]. Most solutions lack full integration of surge sensing, geo-tagging,
multi-channel alerting (SMS, cloud, and mobile app), and affordability. The proposed system provides a complete,
scalable, and cost-effective IoT telemetry layer for LPS that addresses these limitations.

1.2. Comparison with the State of the Art (SOTA)

Table 2 summarizes the major limitations of existing solutions in terms of remote connectivity, geo-tagging, and
intelligent event validation. The proposed system addresses these gaps by providing complete telemetry at much lower
cost, making it a feasible add-on for Lightning Protection Systems in remote and critical infrastructure.

Table 2: Feature-based comparison of the proposed IoT lightning counter with existing lightning monitoring solutions.

Feature Mechanical Counters
(IEC 62561-6)

Industrial Digital
Counters
(ABB/DEHN)

Existing IoT
Research

Proposed System

Connectivity None (manual read) RS-485 / Modbus Wi-Fi / LoRa 4G LTE (A7670C) and
GNSS

Near real-time
alerts

No Yes (wired) Yes (short range) Yes (global,
cloud-based)

Power source None (inductive) External DC Battery / solar Hybrid (battery /
mains)

Data
granularity

Cumulative count Count and peak current Count only Timestamp, location,
and count

Maintenance Periodic inspection Centralized digital – Automated alerts
Cost Low Very high Moderate Low to moderate
Deployment
range

Limited Limited by wiring Limited by gateway Unrestricted (GSM
coverage)
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1.3. System Architecture and Overview

The proposed IoT-enabled near real-time monitoring system augments the traditional Lightning Protection System by
providing automated detection of surge events, geo-tagged logging, and multi-channel telemetry. Unlike traditional
lightning strike counters, which provide only cumulative counts with manual inspection, the developed system provides
time-stamped event information, automated alerts, and remote accessibility for critical infrastructure such as solar
farms, power grids, telecom towers, and industrial facilities. The system monitors surge currents produced in the LPS
down-conductor. Transient pulses are detected using a ferrite-core current transformer (CT) sensor, then conditioned
and processed by an ESP32 microcontroller. Upon successful validation, the system triggers a coordinated response
across multiple interfaces.

System features overview:

• Detection: CT-based surge sensing with multi-stage signal conditioning and event-driven validation logic.

• Processing: ESP32 microcontroller with interrupt-driven detection, software debouncing, and strike-session
grouping (10 s).

• Communication and localization: SIMCom A7670C GSM/GNSS module for network connectivity, SMS
alerting, and geolocation (CLBS/GNSS).

• User interfaces: Local 20×4 LCD display for near real-time status; Bluetooth-enabled Android application for
local monitoring; remote data logging and visualization on the ThingSpeak cloud platform.

• Outputs: SMS notification, cloud upload of confirmed lightning surge events, and local display of confirmed
events.

The system comprises four functional layers: (1) the input layer (CT sensor and signal conditioning), (2) the processing
layer (ESP32), (3) the communication layer (GSM/GNSS), and (4) the output/user-interface layer (LCD, Bluetooth).
This embedded design provides robust surge-event detection, data integrity across multiple output channels, and
a practical solution for proactively monitoring Lightning Protection Systems in remote and critical infrastructure.
Broadly, the system consists of four functional units: the sensing unit, the processing unit, the communication unit,
and the cloud interface unit, constructed to efficiently detect, validate, and transmit lightning event data. The sensing
unit detects surge pulses through a CT-based circuit clamped in parallel with the LPS down-conductor. Once a surge
pulse is detected, the sensing unit signals the ESP32 processing unit, which evaluates the signal to determine validity.
Upon confirming a valid event, the GSM/GNSS-based communication unit is activated to send SMS alerts and retrieve
location information; the processed data and location information are then transferred to a cloud platform for storage
and visualization.

Users can access lightning event data from anywhere through a dashboard showing both near real-time and historical
data, and are notified through a mobile application when an event occurs. The modular nature of the system allows for
easy future integration, scalability, and adaptation across a range of deployment environments.

2. Methodology

The proposed methodology follows a systematic, event-driven approach to developing a low-cost IoT-enabled near
real-time monitoring system that augments conventional LPS counters. The architecture integrates surge detection,
signal processing, geo-location, wireless communication, and multi-platform telemetry into a unified embedded solution.

The system is event-driven: while in the monitoring phase, a detected surge pulse triggers a predefined set of actions,
including receiving and analyzing sensor data, fetching location data, generating alert notifications, and transmitting
data to the cloud. Rather than transmitting every detected surge pulse immediately, each detected transient is first
validated through software-based signal stabilization and temporal filtering before being associated with a strike session.
Once a strike session completes, contextual information, including timestamp, location, signal quality, and strike count,
is transmitted simultaneously to the cloud platform, via SMS alert and Bluetooth interface, and the LCD display is
refreshed. This workflow improves the reliability of event reporting while avoiding unnecessary communication caused
by transient disturbances.
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2.1. System Structural Model

The system structural model defines the physical hardware architecture and the logical interconnections among the
sensing, processing, communication, and user-interface modules. The proposed design integrates:

• A ferrite-core current transformer (CT) sensor clamped non-intrusively around the LPS down-conductor.

• A multi-stage signal-conditioning circuit (low-pass filter, amplifier, Schmitt-trigger comparator).

• An ESP32 microcontroller as the central processing unit.

• A SIMCom A7670C GSM/GNSS module for communication and geo-location.

• A 20×4 I2C LCD display for local status visualization.

• A Bluetooth interface for mobile-application connectivity.

• The ThingSpeak cloud platform for remote data logging.

Figure 1 shows the overall system architecture, and Figure 2 presents the structural model of the hardware/software
integration. The design philosophy was to build reliability into the system by testing and validating each component
individually throughout the development process. Validation proceeded from the CT sensor output level, to the ESP32
processing logic level, and finally to the integration of the GSM/GNSS module, so that data connectivity and positional
accuracy were established together in a single integrated system. This validation approach provides confidence in the
functionality of the completed system and allows future component alterations without re-validating the entire system.
The system can be scaled to accommodate future improvements in detection accuracy, reduced response delay, or the
addition of other sensors within the same installation layout. Each module was designed and tested separately before
integration into the complete lightning-monitoring system. This modular approach supports correctness testing of each
module and early detection of problems before integration. All module tests were executed under controlled conditions,
checking correct operation in sensing, processing, communication, and cloud connection.

Figure 1: Overall system architecture.

Figure 2: Structural model of the hardware/software integration.
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2.2. Prototype Circuit Implementation

Figure 3 presents the complete circuit schematic of the developed lightning-monitoring prototype. The hardware
integrates the CT-based surge-sensing interface, signal-conditioning circuit, ESP32 microcontroller, SIMCom A7670C
GSM/GNSS module, 20×4 I2C LCD interface, and regulated power supply into a unified embedded platform. The
sensing circuit detects lightning-induced surge transients from the LPS down-conductor and conditions the signal before
it is processed by the ESP32.

After successful event validation, the controller coordinates multi-channel telemetry by updating the LCD, transmitting
SMS alerts, acquiring location information through the GSM/GNSS module, and uploading valid event data to the
ThingSpeak cloud platform. The circuit schematic complements the system architecture presented in Figures 1 and 2
by providing the detailed hardware implementation of the proposed prototype.

2.3. CT-Based Surge Sensor and Signal Conditioning

The CT-based sensor is intended for surge-event detection and telemetry for the LPS only, not for accurate measurement
of absolute lightning current magnitude (in kA). The system detects the presence of surge transients above a given
threshold rather than capturing the entire lightning waveform. This approach preserves the functional requirements of
basic lightning strike counters while adding advanced telemetry features.

Figure 3: Complete circuit schematic of the proposed lightning-monitoring prototype.

The non-intrusive ferrite-core current transformer (CT) is clamped around the LPS down-conductor. A burden resistor
of Rb = 100 Ω is used with a typical turns ratio of 1:1000. The induced voltage obeys the mutual-inductance relation

Vinduced = −M
di

dt
,

where M is the mutual inductance, calibrated such that a surge greater than approximately 500 A produces V > 0.5 V.
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The raw pulse is conditioned by (i) a low-pass RC filter (fc = 10 kHz) to suppress high-frequency EMI, (ii) a non-
inverting op-amp stage (gain = 10) for amplification, and (iii) a Schmitt-trigger comparator with threshold Vth = 0.5 V,
corresponding to a minimum detectable surge of approximately 500 A (below the IEC 62305 LPL I minimum of 3 kA,
but sufficient for reliable event triggering).

Pulse validation uses software debouncing (Eq. (1)) and a 10 s strike-session window (Eq. (2)) to group multiple strikes
from a single lightning event and reject noise (e.g., switching transients < 100 ms). Calibration used a laboratory pulse
generator reproducing 8/20 µs and 10/350 µs waveforms (IEC 62305 shapes) at 500–2000 A peak.

The combination of RC filtering, Schmitt-trigger thresholding, and software-based temporal validation improves the
system’s immunity to electrical noise common in industrial environments. High-frequency interference and short-
duration switching transients are suppressed before event validation, reducing false triggering while preserving reliable
detection of lightning-induced surge events during laboratory testing.

2.4. Operational State Model and Event-Driven Validation

An event-driven state machine governs the system’s operational dynamics for efficient lightning-event detection and
processing. The system implements the following states: Initiate → Idle → Detection → Validation → Response.

To prevent false triggering from noise or electrical interference, the system enforces a minimum time separation between
consecutive pulses:

tpulse ≥ tdebounce, tdebounce = 200 ms (1)

Equation (1) specifies the minimum allowed time between two successive pulses to avoid false triggering caused by
closely spaced noise transients.

A strike-session grouping window merges pulses belonging to a single lightning event:

tend − tstart ≤ Twindow, Twindow = 10 s (2)

Pulses within a 10 s window are treated as a single valid lightning event, avoiding the miscounting of multiple pulses
from one discharge as separate events.

A surge event is confirmed only when
S(t) > Sth, (3)

where S(t) is the conditioned CT output signal and Sth is the calibrated detection threshold voltage.

After successful validation, the cumulative strike counter is updated as

Ctotal(k) = Ctotal(k − 1) + 1, (4)

the incremental update of the accumulated lightning strike count.

A maintenance alert is raised when
Ctotal ≥ Cmax, (5)

defining the maintenance threshold condition once the total strike count exceeds the safe limit.

For reliability of communication, GSM transmission attempts are governed by

RSSI ≥ RSSImin or Rretry ≤ Rmax, (6)

which sets the condition for communication reliability with a minimum acceptable signal strength or allowable retry
attempts.

Figure 4 shows the operational workflow implementing this state model.
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Figure 4: Operational workflow.

2.5. IoT Data Processing and Communication

Each verified lightning event produces a structured data packet:

{ID,Latitude,Longitude,Signal Strength,Date,Time, Strike Count}.

This packet is used for (i) SMS message formatting, (ii) LCD update, (iii) Bluetooth transmission to the mobile
application, and (iv) HTTP POST to ThingSpeak. Data is uploaded to the cloud only when a parameter (location,
strike count, or RSSI) changes, minimizing cellular data usage.

The communication architecture also incorporates basic IoT security measures suitable for prototype-level deployment.
Cloud communication with the ThingSpeak platform uses authenticated HTTP requests with a private Write API
Key, ensuring that only authorized devices can upload monitoring data. Bluetooth communication is intended for
local configuration and monitoring within close proximity of the device. Because the main objective of this study is to
validate near real-time lightning monitoring and telemetry, advanced cybersecurity mechanisms such as end-to-end
encryption, secure boot, firmware authentication, and intrusion detection were beyond the scope of this prototype and
are identified as important directions for future work.

2.6. Technical Specifications

Figure 5 presents the detailed near real-time data-flow model, and Table 3 summarizes the key technical parameters of
the IoT monitoring node.

Figure 5: Detailed near real-time data-flow model.
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Table 3: Technical specifications.

Parameter Specification / Component

Microcontroller ESP32 (dual core, 240 MHz)
Sensing method Non-intrusive ferrite-core current transformer (CT)
Transient response Optimized for 8/20 µs and 10/350 µs waveforms
Communication module SIMCom A7670C (LTE Cat-1 / GNSS / GSM)
Network protocol HTTP over 4G LTE
Positioning accuracy CLBS (GSM Cell Location Based Services), validated in prototype testing: ∼550 m; GNSS,

SIMCom A7670C module datasheet specification, not independently validated in this study:
<2.5 m CEP

Operating voltage 3.7–5 V DC
Current consumption Sleep: ∼10 µA; peak transmission: ∼500 mA
Trigger logic Hardware interrupt (falling edge)

Note: The GNSS accuracy figure reflects the SIMCom A7670C module datasheet specification and was not experimentally validated in this
study. Only GSM CLBS-based positioning (∼550 m) was validated in the prototype; GNSS-based positioning validation is identified as

future work (Section 4).

2.7. Link to Performance Metrics

The design choices described above directly influence the system’s measurable performance:

• Equation (1) (200 ms debounce) directly determines the false positive rate reported in Section 3.2 (Table 5).

• Equation (2) (10-second strike-session window) determines the strike-session grouping success and contributes to
the 55 ± 5 second end-to-end latency.

• Equation (6) (RSSI/retry condition) governs the SMS delivery success (96%) and cloud upload success (92%)
across RSSI values from −51 dBm to −113 dBm.

Section 3 presents the experimental validation of these metrics under controlled laboratory conditions (150 simulated
8/20 µs surges and 200 noise trials). The lightning-monitoring system is designed for implementation wherever Lightning
Protection Systems are used. The CT-based sensing circuit connects in parallel to the down-conductor, becoming
part of the existing LPS and allowing detection of surge events without any modification to the existing lightning
protection system. The system can be installed in any infrastructure with an LPS, such as electrical substations,
industrial facilities, communication towers, and renewable energy installations.

The proposed system was implemented in C/C++ in the Arduino IDE on an ESP32 microcontroller. The firmware
implements an event-driven architecture in which surge-pulse detection by the CT sensor triggers interrupt-driven
processing, validation, and telemetry routines. Internal timing instrumentation at the millisecond level was not fully
incorporated at this prototype development stage; the measured latency is not broken down by stage but is based on
real-world system operation. Future development can include internal timestamp logging to support detailed latency
breakdown analysis and optimization.

3. Results

3.1. Experimental Setup

The prototype was tested indoors, with controlled surge-pulse injection simulating IEC 62305 8/20 µs waveforms. More
than 150 test events were carried out at multiple sites in Mumbai between September 2025 and February 2026. The
experimental dataset, structured as shown in Table 4, is stored on ThingSpeak and contains more than 90 valid data
entries.

Key observations from controlled testing include:

• Maximum pulses per session: 11 (typical range 1–6).

• Location accuracy: ∼550 m (GSM CLBS).

• RSSI range: −51 dBm to −113 dBm.
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Table 4: Structure of the experimental dataset.

Parameter Description

Created_At Timestamp of event (UTC)
Field 1 Latitude
Field 2 Longitude
Field 3 Location name
Field 4 Lightning strike counts
Field 5 RSSI (dBm)
Field 6 Signal quality
Field 7 Location accuracy (m)
Field 8 Battery level (%)

3.2. Quantitative Performance Metrics

Table 5: Performance metrics from controlled testing (150 surge-pulse injections and 200 noise trials).

Metric Value Test Condition Notes

Detection accuracy (Pd) 98.0% (147/150) Pulses >500 A, 8/20 µs
waveform

Above the IEC 62561-6
minimum current

False positive rate (FPR) 1.5% (3/200 noise
tests)

EMI from motors/switches
<100 ms

Software debounce (Eq. (1))

False negative rate 2.0% Sub-threshold pulses (<500 A) Intentional, for noise rejection
Strike-session grouping success 100% Multi-pulse events within a

10 s window
Eq. (2) implemented

SMS delivery success 96% (96/100) RSSI −51 to −113 dBm Retry logic (Eq. (6))
Cloud upload success
(ThingSpeak)

92% Conditional delta upload HTTP POST only on change

Average end-to-end latency 55 ± 5 s Detection to SMS and cloud Includes session validation
window

The system achieved a detection accuracy Pd of 98% and a false positive rate of 1.5% across 150 simulated surge events
and additional EMI noise-validation tests, showing good separation between actual surges and electrical noise.

3.3. Mobile Application Interface

The custom Android application was successfully connected to the ESP32 via Bluetooth and displays near real-time
system parameters. Once logged in, users can view the number of lightning strikes, GPS coordinates, RSSI, location
accuracy, and battery level.

(a) Login interface. (b) Device configuration page.

Figure 6: Mobile application interfaces.

As seen in Figure 6a (login page) and Figure 6b (configuration page), the application correctly displayed:
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• Latitude: 19.227167 RSSI: −99 dBm

• Longitude: 72.824066 Location accuracy: 550 m

• Lightning count: 2 Battery level: 85%

3.4. SMS Alert Performance

Once a session was validated as a strike, the system automatically generated SMS alerts to the registered administrator.
The message format includes the lightning count, place name, coordinates, and timestamp. Figures 7a and 7b show SMS
alerts received during testing. The system successfully sent alerts even in weak signal conditions (RSSI ≈ −99 dBm),
indicating reliable communication performance under the tested signal conditions.

(a) SMS alert example 1. (b) SMS alert example 2.

Figure 7: SMS alert examples received during testing.

Observed SMS parameters:

• Strike count: up to 25 pulses (cumulative count).

• Date and time correctly stamped.

• Locations: Haridas Nagar, Kasarvadavli, Thakur Village.

3.5. LCD Display Validation

The 20×4 I2C LCD provides local near real-time visualization by cycling through five informative screens showing the
system title, SIM details, location coordinates with accuracy, date/time with RSSI, and the cumulative lightning strike
count. Figure 8 shows the five rotating LCD screens; the display maintained consistent formatting, timely updates,
and accurate representation of all system parameters.
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(a) Device name and version. (b) SIM details and provider name. (c) Location, coordinates, and accuracy.

(d) Date, time, RSSI, speed, and
strength.

(e) Cumulative lightning strike count.

Figure 8: The five rotating LCD screens.

3.6. Cloud Logs and ThingSpeak Platform

Valid events were successfully uploaded to the ThingSpeak cloud platform. The dashboard visualizes key parameters,
including latitude, longitude, lightning count, RSSI, location accuracy, and battery level. Figure 9 shows the ThingSpeak
graphical dashboard results, and Figure 10 shows the numeric dashboard parameter summary.

Figure 9: ThingSpeak graphical dashboard results.

Figure 10: Numeric dashboard parameter summary.

From the dashboard: latest latitude 19.22026, latest longitude 72.84060, lightning count 2, RSSI −69 dBm, accuracy
550 m, and battery level 85%.
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3.7. Development and Integration Strategy

The system was designed using an iterative hardware and software integration process, with testing and validation at
every step. Validation of ESP32-to-GSM communication used AT commands together with confirmation on the LCD.
The CT sensor was validated for current-sensing accuracy, Bluetooth communication was verified, and the complete
system was tested for integration and validation together, helping ensure that communication errors, signal event-trigger
problems, and synchronization issues were detected and fixed early.

While Table 2 presents a feature-based comparison of the proposed system against existing solutions, Table 6 compares
representative conventional and research systems at the overall implementation level, including sensing approach,
telemetry capability, deployment characteristics, and embedded integration.

Table 6: System-level comparison of the proposed prototype with conventional and existing lightning monitoring
systems.

System / Reference Sensing
Method

Near
Real-Time

Geolocation
and Timestamp

SMS/Cloud
Alert

Mobile App /
Bluetooth

Estimated
Cost

LPS Down-
Conductor

Conventional
electromechanical LSC
(IEC 62561-6)

Mechanical /
basic CT

No No No No Medium Yes

nVent ERICO remote
monitoring counter

Fiber-optic No Limited (fiber) No No High Yes

Smart Lightning
Logger (Applications
Technologies)

Rogowski-like Partial Yes (IoT server) Yes App
(proprietary)

Very high Yes

Phoenix Contact
LM-S

Current sensor No Web only No No Very high Partial

Proposed IoT system
(this work)

Ferrite-core CT
and conditioning

Yes Yes (GSM CLBS
/ GNSS)

Yes (SMS and
ThingSpeak)

Yes (custom
Android)

Low to
moderate

Yes

This section presented an experimental validation of the developed IoT-enabled near real-time lightning-monitoring
system under controlled laboratory conditions, using simulated surge pulses at multiple indoor locations in Mumbai.
Sections 3.3 through 3.6 presented the multi-interface validation of the prototype, including the mobile application,
SMS alerts, LCD display, and cloud dashboard; Table 6 separately positions the proposed system against conventional
and existing lightning-monitoring solutions at the implementation level.

The multi-interface validation (mobile app, SMS, LCD, and cloud) confirmed excellent data consistency and end-to-end
system integrity. The prototype reliably operated across different GSM signal strengths (RSSI −51 to −113 dBm)
and demonstrated the effectiveness of the event-driven firmware architecture and signal-conditioning circuit. These
results demonstrate the technical feasibility of the proposed architecture and support readiness for future field trials;
additional long-term outdoor validation under natural lightning conditions is required before large-scale deployment.

4. Discussion

The proposed IoT-enabled system combines traditional surge-detection principles with modern embedded telemetry
to offer a compact, low-cost solution for monitoring Lightning Protection Systems. The prototype converts passive
lightning strike counters into active, remotely accessible monitoring devices by integrating a ferrite-core CT surge
sensor, multi-stage signal conditioning, event-driven ESP32 firmware with software validation logic, and a SIMCom
A7670C GSM/GNSS module. The proposed system reliably identifies surge pulses, removes noise, and groups strike
sessions within a 10 s window, preserving data consistency across all output platforms, the SMS notifications, the
ThingSpeak cloud platform, and the Bluetooth application. The system performed well across a range of GSM signal
conditions (−51 dBm to −113 dBm), achieving 98% detection accuracy and a 1.5% false positive rate during surge
performance testing. These results validate the technical feasibility of installing a low-cost IoT telemetry layer on
existing LPS infrastructure. Several limitations should be acknowledged. All experiments were carried out in a
controlled indoor environment using simulated surge pulses rather than natural lightning pulses. As a result, the actual
on-field performance in realistic conditions, in terms of real-world probability of detection (Pd), false alarm rate (FAR),
and system reliability, has not yet been fully quantified. Important future work includes high-current impulse testing
(IEC 62305 waveforms) and full EMC performance testing. Pending long-term outdoor deployment and evaluation, the
proposed system should currently be regarded as a prototype-level validation platform rather than a fully field-qualified
monitoring solution. The proposed system functions as a surge-event detection and telemetry system consistent with
IEC 62561-6, not as a full lightning-current measurement device. The average end-to-end latency is acceptable for
maintenance-oriented applications and is consistent with the inspection timeframes implied by IEC 62305-3, given the
primary constraint of network-dependent GSM operation.
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The system, however, cannot be used for sub-cycle protection or tripping actions. Geolocation was accurate to only
∼550 m using GSM Cell Location Based Services (CLBS); validation using GNSS remains future work. From a
positioning standpoint, the proposed system is not intended to replace large-scale meteorological lightning-positioning
networks or highly precise current-measurement devices; it is instead intended as a complementary, low-cost positioning
and event-logging layer for existing LPS installations, offering a practical, retrofittable telemetry solution that adds an
enhancement layer to regular LPS counters.

The value of this system lies in its ability to provide time-tagged event data through integrated event logging, cloud-based
remote monitoring, and automated alerts. These capabilities directly address the challenges of manual inspection for
remote and critical infrastructure such as solar farms, telecom towers, and industrial plants.

5. Conclusions

This research presents the design and implementation of an IoT-based monitoring system for LPS that addresses the
critical requirement of near real-time monitoring of structural safety. A ferrite-core current transformer eliminates
the disadvantages of the traditional mechanical counter, which cannot provide time-stamped information, and the
event-driven ESP32 architecture overcomes the limitations of traditional counters that require manual collection. The
main experimental results demonstrate the high noise immunity of the multi-stage signal-conditioning circuit and its
ability to separate true lightning transients from electromagnetic noise generated by industrial processes. The SIMCom
A7670C module transmits surge data to the cloud with timestamp information and GSM CLBS-based location (accurate
to approximately 550 m in this prototype) within an average of 55 seconds, with GNSS-based positioning identified as a
direction for future validation. In industries such as wind energy and telecommunications, where post-strike inspection
is paramount, this near-instant notification capability is essential for preventing secondary failures and catastrophic
downtime.

Furthermore, the system’s compliance with the functional requirements of IEC 62561-6 and its low-cost architecture
demonstrate its potential for future large-scale deployment following comprehensive outdoor validation. A total of 150
simulated 8/20 µs surge pulses and 200 electromagnetic interference trials were carried out in a laboratory environment,
yielding a detection accuracy of 98%, a false positive rate of 1.5%, and reliable telemetry performance across GSM signal
strengths of −51 dBm to −113 dBm. The end-to-end latency of 55 ± 5 seconds is an acceptable average for proactive
maintenance use. The proposed solution is a complete, scalable, and cost-effective telemetry layer for conventional IEC
62561-6 lightning strike counters.
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