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Abstract

This study explores developing and implementing a novel Electronic Voting Machine (EVM) system integrated with biometric
identifiers to enhance voting security and efficiency significantly. Traditionally, voting processes relied on paper ballots, a
system fraught with several challenges, including over-voting, the loss or misplacement of ballot papers, environmental harm
due to paper consumption, and a lengthy result compilation process. An advanced EVM system is proposed to address
these issues, leveraging unique biometric identifiers - facial recognition and fingerprints - for voter authentication and secure
vote recording. Our EVM system effectively improves the security against bogus voting and vote repetition, which have been
significant concerns in previous voting systems. This robust approach to voter authentication minimizes the likelihood of voting
fraud, thus contributing to a more reliable and secure voting process. However, the transition to this advanced EVM system is
challenging. The study identifies key implications, including the impact on employment due to automation, potential inaccuracies
and biases associated with biometric technologies, and vital privacy concerns surrounding using sensitive biometric data.
Despite these challenges, the proposed system provides a substantial foundation for future enhancements. Opportunities for
further development include the integration of additional biometric identifiers like iris recognition, refining the accuracy of current
biometric technologies, and strengthening data privacy measures.
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1 Introduction

Voting, in its most fundamental sense, is a means to express choice or preference from an array of options. It forms the
backbone of democratic processes worldwide, deciding the leaders the populace entrusts with power [1, 2]. This fundamental
democratic process has undergone various transformations throughout history, from traditional paper ballots to more advanced
Electronic voting machines (EVMs). However, the shift from traditional paper ballot voting to EVMs has not been without
challenges and consequences [3–6]. Originally, the voting process involved the physical presence of each voter, the use of
ballot papers, and manual counting – a method proven to be time-consuming and prone to inaccuracies and manipulation.
Issues such as over-voting, where voters accidentally stamp more than once, and ballot papers being lost or miscalculated
were significant challenges. These systemic problems, compounded with the environmental concerns around using paper,
underscored the need for a more efficient and secure voting mechanism, hence the adoption of EVMs [4, 7, 8]. Designed and
developed in India, in collaboration with Bharat Electronics Limited, Bangalore, and Electronics Corporation of India Limited,
Hyderabad, EVMs promised to alleviate many of these challenges.
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Offering advantages such as efficient vote recording, quick result processing, enhanced voter-friendliness, and a reduction
in the use of paper, EVMs marked a significant evolution in voting technology. However, adopting EVMs has also raised
concerns [9–15]. The transition to an electronic voting system has reduced the need for manpower, potentially affecting
employment during elections. Furthermore, questions about the security and integrity of the voting process in an electronic
format remain. The present work aims to address these concerns and refine the current EVM system, utilizing biometric
identifiers to strengthen security and integrity. By proposing the unique physical attributes of voters, such as facial recognition
and fingerprint data, the study aims to establish an unhackable, accessible, and more reliable voting system. This paper details
the methodology, discusses the outcomes and implications of the proposed system, and outlines future avenues for improving
upon this novel application of biometric technology in voting systems.

2 Methods

The methodology of the proposed EVM system encompasses the use of biometric identifiers, namely facial recognition and
fingerprint data, for enhanced security and reliability. The study aims to develop an unhackable voting system, reducing the
instances of bogus voting and vote repetition.

2.1 Hardware and software requirements

The proposed EVM system requires the integration of specific hardware and software components. The hardware components
included a fingerprint sensor for fingerprint-based authentication, an EVM controller, a global system for mobile communica-
tions (GSM) module, and a webcam for facial recognition. The chosen software for the proposed system was MATLAB 13 by
MathWorks, which proved excellent in managing and processing biometric data [15, 16].

2.2 EVM architecture

The proposed EVM architecture comprises two main units - the ballot unit (BU) and the control unit (CU). The BU is operated
by the voter and is placed in the election booth. It displays the voter’s name, OTP, date, time, candidate party name, party
symbols, submit buttons, and various buttons labeled with the party name. The CU, used by poll workers, is responsible for
storing votes and controlling the polling process. Its functionalities are accessible only after a secure admin login, post which
it offers access to the result of the voting, the EVM result, reset functions and the voter login panel. Figure 1 represents the
block diagram of the proposed EVM architecture, illustrating the interaction between the BU and CU.

Figure 1: Block diagram of the proposed EVM architecture.

2.3 Biometric identifiers

The proposed EVM system leverages biometric identifiers for secure voter authentication. These identifiers are divided into
two categories - physical and behavioral. The physical category includes face and fingerprint detection, while the behavioral
category incorporates signature and voice detection. These identifiers provide a secure layer of verification, given their unique-
ness to each individual [17–19]. In the proposed system, physical identifiers are used. The fingerprint detection technology
uses the unique ridge and furrow patterns present on every individual’s fingerprint [20, 21]. This uniqueness, coupled with the
fact that fingerprints remain the same throughout an individual’s life, makes them an effective tool for identification [22]. Figure
2 depicts a general fingerprint pattern that serves as a reliable biometric identifier. Face recognition, also known as automatic
face recognition (AFR), uses the distinctive features of an individual’s face for identification. This technology has advanced
significantly and has numerous applications, such as personal identification and security systems [23, 24]. Combining these
biometric technologies provides an enhanced security layer, facilitating a more secure and efficient voting process. However,
it is worth noting that these technologies are not without their challenges and potential biases, which need to be continually
addressed and improved upon to ensure an inclusive and accessible voting system.
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Figure 2: A general fingerprint pattern of ridges and furrows.

3 Results

Figure 3: Flowchart of the proposed voting process
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Implementing the proposed system resulted in marked improvements in security, efficiency and accessibility. Integrating
biometric technologies with the EVM system enhanced the system’s security against bogus voting and vote repetition. The
system’s process begins with the voter logging in. The voter is then prompted to enter their mobile and Aadhaar numbers,
which must match the pre-stored information in the database. Once this step is completed, the system captures an image of
the voter using the webcam. This image is then matched with the picture available in the database. Simultaneously, the voter’s
fingerprint is captured using the fingerprint sensor integrated into the EVM. The system matches this fingerprint with the data
linked to the voter’s Aadhaar number in the database. In cases where both image and fingerprint match the database records,
the system generates a one-time password (OTP) sent to the voter’s registered mobile number linked with their Aadhaar card.
Following this, the voter enters the OTP, allowing them to cast their vote. Introducing fingerprint verification alongside facial
recognition provides an additional layer of security to the voting process. It ensures a higher level of authenticity and prevents
any potential identity fraud. Figure 3 depicts the flowchart of the proposed voting process, and Figure 4 represents the screen
snapshot detailing each step from voter authentication to vote submission.

Figure 4: Flow process sequence: (a) Voter login interface; (a) Voter detail input page (c) Image capture and verification (d)
COM Port Entry Stage (e) OTP verification and vote submission (f) Admin login stage (g) Result panel interface

Several key improvements became evident while comparing this implementation with the previous paper-based system:

• Enhanced security: Biometric identifiers substantially increased the voting process’s security.

• No misplacement: Unlike ballot papers that could be lost or misplaced, votes can be securely stored in the EVM
database.

• Single-user single-vote: The system ensures voters can vote only once, thus eliminating over-voting issues.

• Accessibility for handicapped individuals: The facial recognition feature allows physically challenged individuals to
participate seamlessly in voting.

• Efficiency: The time consumed in the voting process can significantly reduce compared to the traditional ballot paper-
based system.

• Data recollection and recording: The EVM system enables consistent and speedy recall and recording of voting data,
which was not feasible with the previous system.

Regarding the EVM system’s architecture, it was observed that the separation of functionalities into the BU and the Control
CU streamlined the voting process. The BU, accessible to the voter, provided a user-friendly interface to cast their vote. Figure
5 depicts the proposed ballot unit having the user interface for the voter with the listed elements. The CU, operated by the poll
workers, securely stored the votes and controlled the polling process. This architecture also allowed for real-time vote tallying,
making the result compilation process faster and more efficient. Figure 6 represents the proposed control unit, highlighting the
various functionalities available to the poll workers.
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Figure 5: Proposed ballot unit.

Figure 6: Proposed control unit.

4 Discussion

The present work has primarily focused on enhancing the security and efficiency of the voting process by incorporating bio-
metric technologies into the EVM system. Using unique biometric identifiers such as facial recognition and fingerprints has
shown a substantial improvement in the system’s security against vote repetition and false voting, two significant issues with
previous voting methods. While the shift from traditional paper ballots to EVMs has reduced many systemic problems, including
over-voting and lost ballot papers, it has brought forth its own challenges. One such concern revolves around the reduction of
manpower. As EVMs automate many tasks previously performed by humans, employment is impacted during elections. This
concern is substantial and needs to be addressed in the context of technological progress, where automation is often seen as
a job killer. Potential solutions might involve the re-skilling of workers or their integration into different stages of the election
process where human intervention is still essential.

Additionally, while biometric identifiers have improved the security and efficiency of the voting process, their use is not
devoid of potential inaccuracies and biases. These technologies must be continually refined to prevent false rejections or
acceptances and ensure they do not unfairly favor or disadvantage any particular group of voters. Privacy concerns must also
be considered, as biometric data is sensitive personal information. Moreover, the proposed system’s success hinges upon the
matching of voter details with a pre-existing database, a process that may encounter discrepancies or mismatches. Safeguards
must address situations where valid voters cannot match their details, ensuring they are not denied their fundamental right
to vote. As the system stands now, it significantly improves the voting process’s security and efficiency. However, given the
continuous advancement in biometric technology and the existing room for improvement, future enhancements could include
more robust security features and the integration of additional biometric identifiers like iris recognition for more secure polling.
It is also important to consider the technical and infrastructural challenges that come with the implementation of such an
advanced system. Not all regions or voting demographics may have equal access to the technology required for EVMs,
potentially leading to disparities in voting accessibility. Future work must make the technology universally accessible, ensuring
no voter is left behind in the shift toward a more advanced voting process.
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5 Conclusion

The exploration and implementation of an electronic voting machine (EVM) system equipped with biometric identifiers have
presented a new paradigm in the evolution of voting processes. The present work has shown that integrating unique biometric
features like facial recognition and fingerprints into EVMs greatly enhances the system’s security against bogus voting and vote
repetition, thus making the voting process more reliable and secure. The adoption of EVMs has helped eliminate many of the
issues associated with traditional paper-based systems, such as over-voting, loss of ballot papers, and environmental concerns
around the use of paper. In addition, using EVMs has led to significant improvements in the efficiency of the voting process,
with real-time vote tallying and quick result compilation. However, as we acknowledge the advancements and improvements
made, we also recognize the challenges and implications this shift entails. Concerns over the impact on employment due
to reduced manpower and potential discrepancies in voter database matching are significant and require further attention.
Moreover, using biometric identifiers while enhancing security opens discussions around potential inaccuracies, biases, and
privacy concerns. Looking forward, the system presents considerable scope for further enhancement. Security could be
bolstered through more robust measures and the integration of additional biometric identifiers, such as iris recognition.

Efforts should also focus on addressing the employment concerns raised by the adoption of EVMs and ensuring the
universal accessibility of the technology, irrespective of regional or demographic disparities. In conclusion, while the proposed
EVM system offers a substantial leap in the right direction, it is a continuous process of evolution and improvement to meet
emerging challenges and ensure a secure, efficient, and inclusive voting process.
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